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FIG.5
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FIG.13
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WIRELESS COMMUNICATION APPARATUS
AND NON-TRANSITORY COMPUTER
READABLE STORAGE MEDIUM

CROSS-REFERENCE TO RELATED
APPLICATION

This application is a continuation of International Appli-
cation No. PCT/JP2009/067861, filed on Oct. 15, 2009, the
entire contents of which are incorporated herein by reference.

FIELD

The embodiments discussed herein are directed to a wire-
less communication apparatus and a wireless communication
computer program.

BACKGROUND

In recent years, ad-hoc networks have been used in which
the network is structured by connecting terminals to one
another without using any network infrastructure such as
access points of a wireless Local Area Network (LAN).

Examples of protocols used in an ad-hoc network include
reactive protocols and proactive protocols that are discussed
by the Mobile Ad-hoc Networks Working Group (MANET
WG) in the Internet Engineering Task Force (IETF). For
instance, Ad-hoc On-demand Distance Vector (AODV) is a
typical example of the reactive protocols, whereas Optimized
Link State Routing (OLSR) is a typical example of the pro-
active protocols.

In such an ad-hoc network, each of the nodes exchanges
messages with other nodes that are positioned adjacent
thereto so as to detect whether the adjacent nodes are each
active or not and to generate a routing table. Each of the nodes
then controls transfer of communication data by using the
routing table generated in this manner.

Further, the wireless LAN connecting between the nodes in
the ad-hoc network uses one of fourteen channels that are
usable in an Industry Science Medical (ISM) band, which is a
2.4 Gigahertz band. For a wireless LAN using a plurality of
channels, a technique has been disclosed by which, for
example, when communication data is transmitted from a
transmission origin to a transmission destination, reliability is
improved by using a path formed over a plurality of channels
of'each node or by transmitting identical pieces of data to two
or more paths.

Patent Document 1: Japanese Laid-open Patent Publica-
tion No. 2006-50371

Patent Document 2: International Publication No. 2007/
029337

According to the technique described above, however,
radio wave interference easily occurs because frequency
bands of the channels partially overlap. Thus, a problem
remains where a situation occurs in which communication
interference occurs and it becomes impossible to use the
communication service properly.

The problem described above will be more specifically
explained, with reference to FIGS. 18 and 19. FIG. 18 is a
drawing for explaining a situation in which channels are
closed to one another. FIG. 19 is a drawing for explaining a
situation in which communication interference is occurring.
As depicted in FIG. 18, in an ad-hoc network including a
gateway (GW), anode A, anode B, anode C, anode D, anode
E, and a node F, the connections are made by three channels
such as X (CH14),Y (CH11), and Z (CHS). In this situation,
X, Y, and Z denote types of data that are communication

10

15

20

25

30

35

40

45

50

55

60

65

2

targets of the channels, respectively. For example, when the
nodes are meter apparatuses, X, Y, and Z correspond to elec-
tricity, water, and gas, respectively.

In this situation, even if it is desirable to perform commu-
nication by using CH14, because the frequency bands of the
channels partially overlap, each of the nodes receives com-
munication in the other channels. For this reason, as depicted
in FIG. 19, when mutually different communication services
are performed for different channels among mutually the
same nodes, communication interference occurs between the
channels, and it becomes impossible to use the communica-
tion services properly.

SUMMARY

According to an aspect of an embodiment of the invention,
a wireless communication apparatus includes a transmitting
unit that transmits communication data to a destination node
by using one of a plurality of channels; a receiving unit that
receives communication data that is transmitted to the wire-
less communication apparatus using one of the plurality of
channels; a judging unit that obtains channel information
contained in the communication data received by the receiv-
ing unit and judges whether the obtained channel information
is target information indicating a channel of a processing
target; and a reception controlling unit that, when the judging
unit determines that the obtained channel information is the
target information, performs a receiving process on the com-
munication data received by the receiving unit and that, when
the judging unit determines that the obtained channel infor-
mation is not the target information, discards the received
communication data.

The object and advantages of the embodiment will be
realized and attained by means of the elements and combina-
tions particularly pointed out in the claims.

It is to be understood that both the foregoing general
description and the following detailed description are exem-
plary and explanatory and are not restrictive of the embodi-
ment, as claimed.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 is an illustration of an overall configuration of an
ad-hoc network including wireless communication appara-
tuses disclosed in the present application;

FIG. 2 is an illustration of an example in which a GW
transmits a HEL.LO message to adjacent nodes thereof;

FIG. 3 is an illustration of an example in which a node b
transmits a HEL.LO message to adjacent nodes thereof;

FIG. 4 is an illustration of examples of established paths;

FIG. 5 is an illustration of an example of a routing table
generated by anode'Y;

FIG. 6 is an illustration of an exemplary format of a
HELLO message;

FIG. 7 is an illustration of an example of how a HELLO
message is generated;

FIG. 8 is a block diagram illustrating of a wireless com-
munication apparatus according to a first embodiment;

FIG. 9 is a block diagram illustrating of a wireless com-
munication apparatus according to a second embodiment;

FIG. 10 is an illustration of a detailed configuration of an
ad-hoc protocol processing unit;

FIG. 11 is an illustration of an exemplary format of ad-hoc
frame data;

FIG. 12 is a schematic illustration of flows in processes
performed by the wireless communication apparatuses
according to the second embodiment;
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FIG. 13 is a flowchart of a flow in a data transmitting
process performed by the wireless communication apparatus
according to the second embodiment;

FIG. 14 is a flowchart of a flow in a data receiving process
performed by the wireless communication apparatus accord-
ing to the second embodiment;

FIG. 15 is an illustration of an example of an ad-hoc header
used when a channel number is to be changed;

FIG. 16 is an illustration of an exemplary data flow used
when a channel number is changed;

FIG. 17 is an illustration of a computer system 100 that
executes a wireless communication computer program;

FIG. 18 is an illustration of a conventional ad-hoc network
in which a plurality of channels are used; and

FIG. 19 is an illustration for explaining a situation in which
communication interference is occurring.

DESCRIPTION OF EMBODIMENTS

Preferred embodiments of the present invention will be
explained with reference to accompanying drawings.

The present invention is not limited to the exemplary
embodiments.

[a] First Embodiment

Overall Configuration

First, an overall configuration of an ad-hoc network includ-
ing wireless communication apparatuses disclosed in the
present application will be explained, with reference to FIG.
1. FIG. 1 is a drawing of the overall configuration of the
ad-hoc network including the wireless communication appa-
ratuses disclosed in the present application. As depicted in
FIG. 1, an ad-hoc network including a node a, anode b, anode
¢, anode d, anode e, and anode Y is connected to a network
server in an .3 network via a gateway (GW).

The wireless communication apparatuses disclosed in the
present application are represented by the apparatuses corre-
sponding to the nodes and are each configured so as to wire-
lessly communicate with other nodes, the GW, and the net-
work server, by using an Industry Science Medical (ISM)
band, which is a 2.4 Gigahertz band, or the like. Each of the
wireless communication apparatuses is, for example, an
apparatus that is attached to a meter apparatus for electricity,
water, gas, or the like, which is a terminal of which the
position is relatively fixed. Each of the nodes is represented
by the meter apparatus to which the corresponding one of the
wireless communication apparatuses is attached.

Each of the nodes regularly transmits and receives a mes-
sage (a HELLO message) containing path information and
node information such as communication quality information
of the links between the nodes (hereinafter, “inter-node
links™), to and from the nodes positioned adjacent thereto.
Each of the nodes then calculates communication quality of
the paths learned from the transmission and the reception of
HELLO messages, structures a plurality of paths to a final
destination based on the calculation result, and generates a
routing table by establishing an optimal path. Further, with
regard to the structured paths, each of the nodes recalculates
(updates) the communication quality of each of the paths,
maintains the paths, learns optimal paths, and occasionally
changes the routing table, based on the actual performance of
data communication and the transmission and the reception
of the HELLO messages to and from the adjacent nodes.

The GW is a network apparatus that connects together a
wireless Local Area Network (LAN), which is the ad-hoc
network, and the L3 network, which is an external network.
For example, the GW has functions of converting a protocol,
providing a firewall, and dynamically changing rules of the
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firewall. Also, by translating addresses and reloading data, the
GW connects the nodes, the network server, and the like to
one another.

The network server is mutually connected to each of the
nodes and is a management apparatus that collects and man-
ages, for example, the status of the ad-hoc network, perfor-
mance information, communication information, and the like
of the nodes. The quantity of nodes, the quantity of ad-hoc
networks, the quantity of servers connected to the 1.3 network
that are depicted in FIG. 1 as well as the examples of the
wireless communication apparatuses described above are
presented only as examples, and the present invention is not
limited to these examples. For example, another ad-hoc net-
work or the like may be connected to the L3 network.

An example of structuring the ad-hoc network

Next, an example in which the ad-hoc network depicted in
FIG. 1 is automatically structured through exchanges of
HELLO messages by the nodes will be explained, with ref-
erence to FIGS. 2 to 7. FIG. 2 is a drawing of an example in
which the GW transmits a HELLO message to the adjacent
nodes thereof.

As depicted in FIG. 2, when a HELLO transmission time
has arrived, the GW transmits, in the manner of a broadcast,
a HELLO message containing path information stored in the
GW and node information such as communication quality
information of the inter-node links. Subsequently, each of the
adjacent nodes a, b, and ¢ receives the HELLO message from
the GW. At an initial stage of the structuring of the ad-hoc
network, the node information transmitted from the GW is
blank, because the network is not yet structured.

After that, when having received the HELLO message
from the GW, each of the nodes a, b, and c registers the GW
into a path information table (a routing table) managed and
stored therein. Further, each ofthe nodes a, b, and ¢ calculates
path quality and communication quality of the inter-node
links by using the node information that is stored in the GW
and is contained in the HELLO message received from the
GW, and further registers the calculation result into the rout-
ing table and a link table. Each of the nodes a, b, and ¢ does not
re-broadcast the HEL.LO message received from the GW. In
other words, each of the nodes a, b, and ¢ does not perform
“flooding”.

The routing table described above is a table storing therein,
as the path information to a destination node, “a hop number
(Hop), a path quality weight (d), a return path link weight (E)”
and the like. Further, the link table is configured to store
therein the information received via the HELLO messages.
For example, the link table is a table storing therein a local
sender address (L.S), link quality information, the number of
times a HEL.LO has been received, a HELLO request interval,
and the like.

Subsequently, when a HELLO transmission time has
arrived, the node b transmits, in the manner of a broadcast, a
HELLO message containing the node information stored in
the node b, as depicted in FIG. 3. The HELLO message from
the node b contains, in addition to the node information of the
node b, other node information such as the node information
of'the GW. Further, the process described above is performed
not only by the node b, but also by the nodes a and ¢ each of
which received the HELLO message from the GW. FIG. 3 is
a drawing of the example in which the node b transmits the
HELLO message to the adjacent nodes thereof.

Subsequently, having received the HELL.O message from
the node b, the node Y registers the node b into a routing table,
and also, registers information indicating that the path to the
GW is routed through the node b as well as results of calcu-
lating the path quality and the link quality thereof into a
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routing table and a link table. In addition, the process
described above is performed not only by the node Y, but also
by the nodes a to e and the GW each of which received the
HELLO message from the node b. Also, the process is per-
formed by the nodes that received HELLO messages from the
nodes a and ¢, in the same manner.

Further, like the node b, each of the nodes d and e also
transmits, in the manner of a broadcast, a HELLO message at
a HELLO transmission time of its own. Accordingly, because
the node Y receives a HELLO message containing the node
information of the GW from each of the nodes b, d, and e, the
node Y is able to structure a plurality of paths respectively
indicating the node b, d, and e as a next transfer candidate, as
paths to the GW.

After that, based on the path quality and the link quality
information of each of the paths, the node Y establishes a
plurality of optimal paths to the GW, which is a final destina-
tion. More specifically, as depicted in FIG. 4, the node Y
establishes the following three paths as the paths to the GW:
(1) the node b—the GW; (2) the node b—the node a—the
GW; (3) the node e—the node c—the GW. FIG. 4 is a drawing
of the examples of the established paths.

In the manner explained above, each of the nodes generates
paths to the destination node in the form of the routing table.
Next, an example of the routing table generated by the node Y
will be explained, with reference to FIG. 5. FIG. 5 is a draw-
ing of the example of the routing table generated by the node
Y. As depicted in FIG. 5, the node Y stores therein, for
example, “GW, LD1, 2, 50, 207, “GW, LD2, 3, 60, 30”, and
“GW, LD3, 3, 80, 50” as values representing “GD, LD, Hop,
d, E”.

In this situation, the stored information “GD” denotes a
global destination address; “L.D” denotes a path quantity
number identifying a managed path; “Hop” denotes a hop
number to the GD; “d” denotes a path quality weight that
expresses a delay on the path to the GD by using a numerical
value; and “E” denotes a communication quality weight from
a corresponding node to the node.

As explained above, each of the nodes generates the rout-
ing table by transmitting and receiving the HELLO messages
to and from the other nodes, calculating the communication
quality of each of the paths, structuring the plurality of paths
to the final destination based on the calculation results, and
establishing the optimal paths. Further, with regard to the
structured paths, each of the nodes re-calculates the commu-
nication quality of each of the paths, maintains the paths,
learns the optimal paths, and occasionally changes the routing
table, based on the actual performance of data communica-
tion and the transmission and the reception of the HELLO
messages to and from the adjacent nodes.

HELLO Messages

Next, the HELLO messages transmitted and received
among the nodes when the ad-hoc network is structured and
the routing tables are generated as described above will be
explained, with reference to FIGS. 6 and 7. FIG. 6 is a draw-
ing of an exemplary format of a HELLO message. F1IG. 7 is a
drawing of an example of how a HELLO message is gener-
ated.

Frame Format

First, an exemplary format of a HELLO message will be
explained, with reference to FIG. 6. As depicted in FIG. 6, the
HELLO message includes an ad-hoc header, a compressed
header, a HELLO message header, a plurality of HELLO
headers, and a signature.

The ad-hoc header is aheader in which information used by
aprotocol layer (an ad-hoc layer) used in the ad-hoc network
is incorporated. The ad-hoc header has a plurality of fields.
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For example, the ad-hoc header has fields such as “local
destination address (LD)” and “local sender address (LS)”,
which indicate the data transmitting and receiving parties.
Further, the ad-hoc header has a “frame type” field indicating
the type of the data frame transmitted and received among the
nodes and a “frame size” field indicating the size of the frame.

Further, because it is possible to append a plurality of
HELLO headers to a HELLO message, each of the nodes has
a function of transmitting a HELLO message to an adjacent
node thereof after compressing the HELLO message by using
a compression algorithm or a function of decompressing a
received HELLO message. For example, when a data frame
transmitted and received between nodes is a HELLO mes-
sage, a compressed header in which the information used in
the compression/decompression of the frame is incorporated
is appended to follow the ad-hoc header. The compressed
header has a “compression type” field indicating the com-
pression method of the data portion (the payload) following
the compression header and a “frame size” field indicating the
size of the frame before the compression. Each of the node
apparatuses is able to appropriately decompress the payload
while taking the compression type into consideration.

The HELLO message header is a header that has incorpo-
rated therein information used when the path information
stored in the apparatus and the node information (the HELL.O
header) such as the communication quality information ofthe
inter-node links are transmitted and received among nodes.
For example, the HELLO message header includes a
“HELLO header quantity” field indicating the quantity of
HELLO headers, an “apparatus ID” field indicating the ID of
the node apparatus, and an “access key” field indicating an
access key used for decrypting information encrypted in the
inter-node link.

Further, the HELLO message is configured to ensure secu-
rity of the data transmitted and received among the nodes and
to prevent “spoofing” of a third party. For example, the
HELLO message is configured so that a signature is appended
to the data portion (the payload) following the ad-hoc header
within the data frame transmitted and received among the
nodes and so that the transmission/reception is performed
after the payload is encrypted by using a common key.

The HELLO header has a global destination address (GD)
field of six bytes, a node type/hop number field of one byte, a
reserved field (a reserve field) of one byte, a path quality
weight (d) field of four bytes, and a return path link weight (E)
field of four bytes.

The global destination address (GD) field is represented by
information indicating the final destination node, which is,
for example, a Media Access Control (MAC) address of the
final destination node. The node type/hop number field
includes GW information that is set to 1 when the global
destination address indicates the GW and is set to 0 when the
global destination address indicates other than the GW, as
well as the hop number to the final destination node. The path
quality weight (d) represents the delay on the path to the
global destination address that is expressed by using a
numerical value. The return path link weight (E) represents
the communication quality weight from a corresponding
node to the node, i.e., quality information indicating the
degree by which the HELLO message transmitted from the
apparatus is received by the corresponding apparatus.

Generating the Messages

Next, an example of generating the HELLO message will
be explained, with reference to FIG. 7. FIG. 7 is illustrated
example in which largest hop number for HELLO is 20. In
this situation, an example will be explained in which one of
the nodes has stored therein the routing table depicted in FI1G.
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7(a). In the routing table depicted in FIG. 7(a), the global
destination nodes (GDs) are “A, B, C, and D” and three paths
are stored for each of the GDs. For example, when the GD is
“A”,“LD1,5,50,20”,“LD2, 6, 60,307, and “LD3, 4, 80,50~
are stored as values representing “LLD, Hop, d, E”.

When a HELLO message transmission time of the appa-
ratus of its own has arrived, the node storing therein this
routing table writes, into HELLO headers, such routes of
which the hop number is smaller than a threshold value from
among the optimal routes serving as the paths to the GD and
transmits, in the manner of a broadcast, the HELLO message
to the adjacent nodes thereof. For example, as depicted in
FIG. 7, the node writes “L.D1”, which has the smallest value
of “E” among the paths of which the “GD” is indicated as “A”,
into a HELLO header (see (1) in FIG. 7). Similarly, the node
writes “LLD1” from among the paths of which the GD is
indicated as “B” and also writes “LD1” from among the paths
of'which the GD is indicated as “C” into HELLO headers (see
(2) and (3) in FIG. 7). Further, with regard to “L.D1”, which
has the smallest value of “E” among the paths of which the
GD is indicated as “C”, because the “Hop” is not smaller than
a threshold value 207, the node does not write the “LLD1” into
any HELLO header. After that, the node transmits, in the
manner of a broadcast, the HELLO message generated in this
manner to the adjacent nodes thereof.

A Configuration of a Wireless Communication Apparatus

Next, a configuration of a wireless communication appa-
ratus according to the first embodiment will be explained,
with reference to FIG. 8. FIG. 8 is a block diagram of the
wireless communication apparatus according to the first
embodiment. A wireless communication apparatus 1 is an
apparatus attached to a meter apparatus or the like corre-
sponding to any one of the nodes depicted in FIG. 1 and the
like. The wireless communication apparatus 1 includes a
transmitting unit 1a, areceiving unit 15, a judging unit 1¢, and
a reception controlling unit 1d.

The transmitting unit la transmits communication data to
a destination node by using one of a plurality of channels. For
example, the transmitting unit 1a appends a channel number
to be used by the communication data to the ad-hoc header
within the ad-hoc message frame representing the communi-
cation data of an application or the like and transmits the
communication data to the destination.

The receiving unit 15 receives communication data that is
addressed to the node of'its own and has been transmitted by
using one of the plurality of channels. For example, the
receiving unit 15 receives communication data addressed to
the apparatus from another node and outputs the received
communication data to the judging unit 1c.

The judging unit 1¢ obtains channel information contained
in the communication data received by the receiving unit 15
and judges whether the obtained channel information is chan-
nel information of a communication target. For example, the
judging unit 1¢ judges whether the channel number contained
in the ad-hoc header within the ad-hoc message frame repre-
senting the received communication data is the channel num-
ber that is currently designated as a communication target by
the wireless communication apparatus 1 and outputs the judg-
ment result to the reception controlling unit 1d.

When the judging unit 1¢ has determined that the channel
information is the channel information of the communication
target, the reception controlling unit 14 performs a receiving
process on the communication data received by the receiving
unit 15. On the contrary, when the judging unit 1¢ has deter-
mined that the channel information is not the channel infor-
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mation of the communication target, the reception controlling
unit 14 discards the communication data received by the
receiving unit 14.

As explained above, according to the first embodiment, the
wireless communication apparatus on the transmitting side of
the communication data appends the channel number to be
used by the communication data being the transmission target
and transmits the communication data to the destination (on
the receiving side). The wireless communication apparatus
on the receiving side receives the communication data only
when the channel number contained in the received commu-
nication data is the channel number that is currently desig-
nated as the target. As a result, the wireless communication
apparatus on the receiving side is able to receive only com-
munication data transmitted with the proper channel number.
In other words, even if communication interference has
occurred in the network, the wireless communication appa-
ratus on the receiving side is able to judge whether the data is
reception target data based on the channel number contained
in the communication data. Consequently, even in the ad-hoc
network environment where a plurality of channels are
usable, it is possible to use the communication service prop-
erly.

[b] Second Embodiment

The wireless communication apparatuses disclosed in the
present application may include other various controlling
units besides the controlling unit described in the first
embodiment. In a second embodiment, a wireless communi-
cation apparatus including other various controlling units
besides the controlling unit described in the first embodiment
will be explained, with reference to FIGS. 9 to 11.

Another Configuration of the Wireless Communication
Apparatus

First, a configuration of the wireless communication appa-
ratus according to the second embodiment will be explained,
with reference to FIG. 9. FIG. 9 is a block diagram of the
wireless communication apparatus according to the second
embodiment. As depicted in FIG. 9, a wireless communica-
tion apparatus 10 includes an interface unit 11, a configura-
tion definition database (DB) 12, a link table 13, a routing
table 14, and an ad-hoc protocol processing unit 15. The
wireless communication apparatus 10 further includes a data
reception processing unit 16, an application processing unit
17, and a data transmission processing unit 18.

For example, the configuration definition DB 12, the link
table 13, and the routing table 14 are each configured with a
semiconductor memory element or a storage device such as a
hard disk. The ad-hoc protocol processing unit 15, the data
reception processing unit 16, the application processing unit
17, the data transmission processing unit 18 are each config-
ured with an integrated circuit, an electronic circuit, or the
like.

The interface unit 11 is a wireless communication interface
that performs wireless communication with other wireless
communication apparatuses and a GW. For example, the
interface unit 11 receives a HELLO message or regular com-
munication data from other nodes positioned adjacent thereto
and outputs what has been received to the ad-hoc protocol
processing unit 15. Also, the interface unit 11 transmits a
HELLO message received from the ad-hoc protocol process-
ing unit 15 to the adjacent nodes thereof in the manner of a
broadcast and transmits communication data received from
the ad-hoc protocol processing unit 15 to a destination node.

The configuration definition DB 12 is a storage unit storing
therein configuration information such as a communication
status of the wireless communication apparatus 10. For
example, the configuration definition DB 12 stores therein a
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channel number to be used for communication data in corre-
spondence with the type of the communication data and
stores therein a wireless transmission signal output level
value at a current location point or the like.

The link table 13 is a storage unit storing therein informa-
tion extracted by the data reception processing unit 16 out of
the received HELLO message. For example, the link table 13
stores therein a “local sender address (LS)”, “link quality
information”, “the number of times a HELLO has been
received”, a “HELLO request interval”, an “access key”, and
the like.

The “local sender address (L.S)” is address information of
the transmission origin node of the received HELLO mes-
sage. The “link quality information” denotes the “path quality
weight (d)” contained in the received HELLO message. Fur-
ther, “the number of times a HELLO has been received”
denotes the number of times a HELL.O message has been
received in the communication with the LS. The “HELLO
request interval” denotes the interval with which transmission
and reception are performed with the LS. The “access key”
denotes an encryption key used for decoding the encryption
of a data frame that is transmitted from the transmission
origin node and of which the frame type is other than a
HELLO message.

The routing table 14 is a storage unit storing therein the
routing information to destination nodes. More specifically,
from among the plurality of paths to each of the destination
nodes, the routing table 14 stores therein a predetermined
number of paths as optimal paths, for example, in an ascend-
ing order of the communication quality weights “E”, i.e., in
the descending order of the communication quality levels.

For example, as depicted in FIG. 5, the routing table 14
stores therein routing information such as “GW, LD1, 2, 50,
207, “GW, LD2, 3, 60, 30", “GW, LD3, 3, 80, 50” as values
representing “GD, LD, Hop, d, E”.

In this situation, the stored information “GD” denotes a
global destination address; “L.D” denotes a path quantity
number identifying a managed path. “Hop” denotes a hop
number to the GD; “d” denotes a path quality weight that
expresses the delay on the path to the GD by using a numerical
value; and “E” denotes a communication quality weight from
a corresponding node to the node of its own.

The ad-hoc protocol processing unit 15 appends an ad-hoc
header to each piece of data transmitted from the data trans-
mission processing unit 18 and transmits the data to the des-
tination and outputs data received by the interface unit 11 to
the data reception processing unit 16. For example, when a
HELLO message is input to the ad-hoc protocol processing
unit 15 from the data transmission processing unit 18, the
ad-hoc protocol processing unit 15 appends an ad-hoc header
to the HEL.LO message and transmits the HELLO message to
the adjacent nodes thereof (other wireless communication
apparatuses) in the manner of a broadcast.

Further, when data such as an application is input to the
ad-hoc protocol processing unit 15 from the data transmission
processing unit 18, the ad-hoc protocol processing unit 15
refers to the configuration definition DB 12 and obtains the
channel number of the communication target to be used by the
data type. Subsequently, the ad-hoc protocol processing unit
15 appends an ad-hoc header to the input data, the ad-hoc
header containing the channel number obtained out of the
configuration definition DB 12, and transmits the input datato
the destination node according to the routing information
stored in the routing table 14.

Further, the ad-hoc protocol processing unit 15 judges
whether the data received by the interface unit 11 is a HELLO
message as described above or communication data to be
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processed by an application or the like. Further, when the
received data is a HELLO message, the ad-hoc protocol pro-
cessing unit 15 transfers the HELLO message to the data
reception processing unit 16.

On the contrary, when the received data is communication
data, the ad-hoc protocol processing unit 15 obtains the chan-
nel information contained in the communication data and
judges whether the obtained channel information is the chan-
nel information of the communication target. More specifi-
cally, the ad-hoc protocol processing unit 15 obtains the type
of the communication data and the channel number out of the
ad-hoc header or the like of the received communication data.
Further, the ad-hoc protocol processing unit 15 judges
whether the obtained set made up of the type of the commu-
nication data and the channel number is stored in the configu-
ration definition DB 12, i.e., whether the received communi-
cation data is data transmitted with the channel number of the
communication target.

After that, when the channel information is determined to
be the channel information of the communication target, i.e.,
when the data is determined to be data transmitted with the
proper channel number, the ad-hoc protocol processing unit
15 outputs the communication data to the data reception
processing unit 16. On the contrary, when the channel infor-
mation is determined to be not the channel number of the
communication target, i.e., when the data is determined to be
not data transmitted with the proper channel number, the
ad-hoc protocol processing unit 15 discards the received com-
munication data.

The data reception processing unit 16 performs various
types of receiving processes on the data output from the
ad-hoc protocol processing unit 15. For example, when the
data output from the ad-hoc protocol processing unit 15 is
communication data, the data reception processing unit 16
outputs the received communication data to the application
processing unit 17, which executes an application or the like
that uses the communication data as a processing target.

On the contrary, when the data output from the ad-hoc
protocol processing unit 15 is a HELLO message, the data
reception processing unit 16 generates and/or updates the link
table 13 and the routing table 14. More specifically, the data
reception processing unit 16 judges whether the received
HELLO message was transmitted from a new transmission
origin node, by referring to the “local sender address (LS)” in
the link table 13. Further, when the HELLO message was
transmitted from a new transmission origin node, the data
reception processing unit 16 generates a new table in the link
table 13. In other words, the data reception processing unit 16
extracts or generates “the LS, the link quality information, the
number of times a HELLO has been received, the HELLO
request interval, and the access key” from the HELLO mes-
sage and stores the information into the link table 13.

On the contrary, when the HELLO message was not trans-
mitted from a new transmission origin node, i.e., the HELLO
message was transmitted from an existing node, the data
reception processing unit 16 updates the link table 13. In other
words, the data reception processing unit 16 obtains “the LS,
the link quality information, the number of times a HELLO
has been received, the HELLO request interval, and the
access key” from the received HELLO message and updates
the table of the corresponding “LS”.

Further, when the link table 13 is updated or a new table is
generated as described above, the data reception processing
unit 16 generates routing information containing “GD, LD,
Hop, d, E” from the information stored in the link table 13 and
stores the generated routing information into the routing table
14.
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The application processing unit 17 executes computer pro-
grams and applications and transmits generated data and the
like to other nodes and other networks. For example, the
application processing unit 17 outputs data generated through
an application process or the like that is executed by using an
upper protocol layer such as an application layer or a presen-
tation layer, to the data transmission processing unit 18. Fur-
ther, when having received communication data from the data
reception processing unit 16, the application processing unit
17 executes an application or the like that processes the com-
munication data and transmits the new data generated from
the execution result to a destination or stores the execution
result into a storage unit or the like (not depicted).

When a HELLO message time has arrived, the data trans-
mission processing unit 18 generates a HELLO message and
outputs the generated HELLO message to the ad-hoc protocol
processing unit 15. For example, of the ad-hoc header, the
compressed header, the HELLO message header, the plural-
ity of HELLO headers, and the signature contained in a
HELLO message, the data transmission processing unit 18
stores the node information stored in the apparatus into the
HELLO headers. More specifically, as explained with refer-
enceto FIG. 7, the data transmission processing unit 18 stores
optimal path information corresponding to each of the global
destination nodes (GDs) stored in the routing table 14 into
each of the plurality of HELLO headers. Further, the data
transmission processing unit 18 generates a HELL.O message
containing the HEL.LO header to which the node information
is appended for each of the global destination nodes (GDs)
and outputs the generated HELLO message to the ad-hoc
protocol processing unit 15.

In contrast, when having received communication data
from the application processing unit 17, the data transmission
processing unit 18 outputs an ad-hoc frame data transmission
request requesting that an ad-hoc header is to be appended, to
the ad-hoc protocol processing unit 15, together with the
communication data.

The Process Performed by the Ad-Hoc Protocol Processing
Unit

Next, the process performed by the ad-hoc protocol pro-
cessing unit 15 described with reference to FIG. 9 will be
more specifically explained, with reference to FIGS. 10 and
11. FIG. 10 is a drawing of a detailed configuration of the
ad-hoc protocol processing unit. FIG. 11 is a drawing of an
exemplary format of the ad-hoc frame data.

As depicted in FIG. 10, when having received an ad-hoc
frame data transmission request from the data transmission
processing unit 18, the ad-hoc protocol processing unit 15
generates ad-hoc frame data by appending an ad-hoc header
to the received data (see (1) in FIG. 10). In this situation, the
ad-hoc protocol processing unit 15 obtains the channel num-
ber to be used by the communication data (the ad-hoc frame
data) that is contained in the received request out of the
configuration definition DB 12 and appends the obtained
channel number to the ad-hoc header.

More specifically, as depicted in FIG. 11, the ad-hoc pro-
tocol processing unit 15 appends the channel number (CH
number) into a “blank” field of the ad-hoc header including “a
local destination address, a local sender address, a group ID,
a frame type, the blank, and a frame length”. The “local
destination address” is information such as a Media Access
Control (MAC) address that identifies the destination node of
the ad-hoc frame data. The “local sender address” is informa-
tion such as a MAC address that identifies the transmission
origin node i.e., the apparatus itself.

The “group ID” is identifier information used for dividing
the nodes structuring the ad-hoc network into groups in cor-
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respondence with areas such as cities, towns, and villages.
The “group ID” is used for the purpose of, for example,
exercising grouping control on the ad-hoc network so that
only such nodes that have mutually the same “group 1D are
able to communicate with one another. Further, the frame
type denotes the type of the ad-hoc message frame being the
transmission target. For example, the frame type indicates the
data type of the payload portion following the ad-hoc header,
e.g., the frame type “1” indicates a HELL.O message, whereas
the frame type “2” indicates communication data. Further, the
“frame length” denotes the length of the ad-hoc frame data
being the transmission target.

Further, the ad-hoc protocol processing unit 15 generates
ad-hoc frame data by appending an ad-hoc header to the data
received from the data transmission processing unit 18 and
transmits the generated ad-hoc frame data to the destination
node via the interface unit 11 (see (2) in FIG. 10).

Also, when ad-hoc frame data has been received by the
interface unit 11, the ad-hoc protocol processing unit 15
receives the ad-hoc frame data together with a reception
notice from the interface unit 11 (see (3) in FIG. 10). After
that, the ad-hoc protocol processing unit 15 obtains the chan-
nel number out of the ad-hoc header in the received data.
Subsequently, the ad-hoc protocol processing unit 15 outputs
the data to the data reception processing unit 16 if the
obtained channel number is the channel number of the com-
munication target and discards the data if the obtained chan-
nel number is not the channel number of the communication
target (see (4) of FIG. 10).

More specifically, the ad-hoc protocol processing unit 15
obtains the channel number out of the ad-hoc header in the
received data, and also, determines the type of the data based
on the ad-hoc header in the data or the like. Subsequently, the
ad-hoc protocol processing unit 15 obtains the channel num-
ber corresponding to the type of the received data from the
configuration definition DB 12 and judges whether the chan-
nel number obtained out of the configuration definition DB 12
matches the channel number obtained directly out of the data.
Further, if the channel numbers match each other, the ad-hoc
protocol processing unit 15 determines that the channel num-
ber is the channel number of the communication target and
outputs the data to the data reception processing unit 16. On
the contrary, if the channel numbers do not match each other,
the ad-hoc protocol processing unit 15 determines that the
channel number is not the channel number of the communi-
cation target and discards the data.

Flows in the Processes Performed by the Wireless Com-
munication Apparatuses

Next, flows in the processes performed by the wireless
communication apparatuses according to the second embodi-
ment will be explained, with reference to FIGS. 12 to 14. F1G.
12 is a schematic drawing of the flows in the processes per-
formed by the wireless communication apparatuses accord-
ing to the second embodiment. FIG. 13 is a flowchart of a flow
in a data transmitting process performed by the wireless com-
munication apparatus according to the second embodiment.
FIG. 14 is a flowchart of a flow in a data receiving process
performed by the wireless communication apparatus accord-
ing to the second embodiment.

An Overview of the Flows in the Processes

First, an overview of the flows in the processes performed
by the wireless communication apparatuses will be
explained. As described in FIG. 12, in the wireless commu-
nication apparatus 10 on the data transmitting side, the ad-hoc
protocol processing unit 15 appends the channel to be used to
the ad-hoc header processed by an ad-hoc protocol, within the
ad-hoc frame data being the transmission target. Further, in
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the wireless communication apparatus 10 on the data trans-
mitting side, the interface unit 11 appends an Ether header
processed by an Ether protocol to the ad-hoc frame data being
the transmission target, so that the ad-hoc frame data is trans-
mitted to the destination by wireless communication.

In the wireless communication apparatus 10 on the data
receiving side, when the interface unit 11 receives ad-hoc
frame data, it is judged whether the ad-hoc frame data is
addressed to the wireless communication apparatus 10 itself
based on the Ether header or the like in the received data so
that only such data that is addressed to the wireless commu-
nication apparatus 10 itself is received. Further, in the wire-
less communication apparatus 10 on the data receiving side,
the ad-hoc protocol processing unit 15 obtains the channel
number out of the ad-hoc header in the received ad-hoc frame
data and judges whether the channel number is the channel
number of the communication target. Further, in the wireless
communication apparatus 10 on the data receiving side, if the
ad-hoc protocol processing unit 15 has determined that the
channel number in the received data is the channel number of
the communication target, the ad-hoc protocol processing
unit 15 outputs the data to the data reception processing unit
16. On the contrary, if the ad-hoc protocol processing unit 15
in the wireless communication apparatus 10 on the data
receiving side has determined that the channel number in the
received data is not the channel number of the communication
target, the ad-hoc protocol processing unit 15 discards the
data.

A Flow in the Data Transmitting Process

Next, aflow ina data transmitting process performed by the
wireless communication apparatus according to the second
embodiment will be explained. As described in FIG. 13, when
having received the start of a data transmission from the data
transmission processing unit 18 (step S101: Yes), the ad-hoc
protocol processing unit 15 in the wireless communication
apparatus 10 obtains the channel number to be used for the
ad-hoc frame data being the transmission target, out of the
configuration definition DB 12.

Further, the ad-hoc protocol processing unit 15 generates
data by appending the channel number to the ad-hoc header of
the ad-hoc frame data being the transmission target (step
S102). Subsequently, the ad-hoc protocol processing unit 15
transmits the generated data to the destination, according to
the routing information stored in the routing table 14 (step
S103).

A Flow in a Data Receiving Process

Next, a flow in a data receiving process performed by the
wireless communication apparatus according to the second
embodiment will be explained. As described in FIG. 14, the
interface unit 11 in the wireless communication apparatus 10
receives ad-hoc frame data addressed to the wireless commu-
nication apparatus 10 itself (step S201: Yes). After that, the
ad-hoc protocol processing unit 15 judges whether a channel
number is appended to the ad-hoc header in the received
ad-hoc frame data (step S202).

If a channel number is appended (step S202: Yes), the
ad-hoc protocol processing unit 15 obtains the channel num-
ber out of the ad-hoc header (step S203) and judges whether
the obtained channel number matches the channel number of
the communication target (step S204). Subsequently, if the
channel number obtained out of the ad-hoc header matches
the channel number of the communication target (step S204:
Yes), the ad-hoc protocol processing unit 15 outputs the data
to the data reception processing unit 16 (step S205). After
that, receiving processes are performed by the data reception
processing unit 16 and the application processing unit 17.
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On the contrary, when no channel number is appended
(step S202: No) or when the channel number does not match
the channel number of the communication target (step S204:
No), the ad-hoc protocol processing unit 15 discards the
received data (step S206).

An Advantageous Effect of the Second Embodiment

As explained above, according to the second embodiment,
in the ad-hoc network in which the communication is per-
formed by using the plurality of channels at the same time,
even if a communication interference state is caused by a
radio wave interference, the wireless communication appara-
tuses are able to properly use the communication and the
services for each of the channels.

[¢] Third Embodiment

In the first embodiment, the example is explained in which
the channel number is appended to the ad-hoc header so that
it is possible to use the services properly even in a communi-
cation interference environment; however, in other examples,
it is possible to change the channel number being used by
using an ad-hoc header. In a third embodiment, an example
will be explained in which the channel number being used is
changed by using an ad-hoc header in ad-hoc frame data, with
reference to FIGS. 15 and 16.

FIG. 15 is a drawing of an example of an ad-hoc header
used when a channel number is to be changed. FIG. 16 is a
drawing of an exemplary data flow used when a channel
number is changed. More specifically, a management server
or the like that manages channel numbers and that obtains and
manages various types of information from the nodes
expands an ad-hoc header by, as depicted in FIG. 15, append-
ing a post-change channel number (CH number) and a change
instruction (CH number change instruction) thereto and
transmits the data to a destination.

For example, when transmitting an instruction indicating
that the channel number of a node D is to be changed from
“11” to “09”, the management server generates an ad-hoc
header in which “1 (or 0 when making no change)” is
appended as a “CH number change instruction” and “9” is
appended as a “CH number”. Further, as depicted in FIG. 16,
the management server transmits ad-hoc frame data contain-
ing the generated ad-hoc header to the node D via “GW—
node A”, according to the routing information. Because the
“CH number change instruction” in the ad-hoc header within
the received ad-hoc frame data is “1”, the node D changes the
channel number to “CH number=9" as indicated in the ad-hoc
header.

As explained here, it is possible to change the channel
number by using the ad-hoc frame data, without the need to
take the trouble of going into the individual node to change
the settings. For example, let us imagine a situation where a
failure has occurred in a node represented by a water meter,
which structures the most important life line, due to a natural
disaster or the like, and where it is impossible to have the
water supply due to the failure of the node. In that situation,
when converting the use of a gas meter node, which works
properly, and attaching the gas meter node to the water meter
node, it is possible to change the channel number by using the
method described above and to resume the use of the water
meter and the water supply.

[d] Fourth Embodiment

Some exemplary embodiments of the present invention
have thus been explained; however, it is possible to imple-
ment the present invention in various different modes other
than the exemplary embodiments described above. In the
following sections, other exemplary embodiments will be
explained.
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Changing the Channel Number

For instance, in the third embodiment, the example in
which the management apparatus changes the channel num-
ber of the node is explained; however, the present invention is
not limited to this example. A node is able to change the
channel number of another node by using the same method.

Channel Information

For instance, in the first to the third embodiments, the
example in which the channel numbers are used as the chan-
nel information is explained; however, the present invention
is not limited to this example. For example, it is possible to
use any other information that identifies each of the channels,
such as reference numbers uniquely assigned.

Configurations of the Wireless Communication Appara-
tuses

For instance, in the first to the third embodiments, the
wireless communication apparatuses explained each have the
reception control to receive only such data to which the chan-
nel number of the communication target is appended from
among the pieces of communication data to each of which a
channel number is appended, as well as the transmission
control to transmit, to the destination, the communication
data to which the channel number of the communication
target is appended. However, each of the wireless communi-
cation apparatuses does not necessarily have to have both
types of control. It is acceptable to configure each of the
wireless communication apparatuses so as to have one of the
two types of control.

System Configuration and the Like

Of the processes described in the present embodiments, a
part or all of the processes that are described as being per-
formed automatically may be performed manually. Con-
versely, a part or all of the processes that are described as
being performed manually may be performed automatically
by using a publicly-known method. In addition, unless noted
otherwise, it is possible to arbitrarily modify the processing
procedures, the control procedures, the specific names pre-
sented in the text above and the drawings, such as information
including the various types of data and the parameters illus-
trated in FIGS. 5, 7 and so on.

Further, the constituent elements of the apparatuses
depicted in the drawings are based on functional concepts
thereof and do not necessarily have to be physically config-
ured in the manner depicted in the drawings. In other words,
the specific modes of distributions and integrations of the
apparatuses are not limited to those depicted in the drawings
(e.g., the data reception processing unit 16 and the data trans-
mission processing unit 18 may be integrated together). It is
possible to functionally or physically distribute and integrate
a part or all of the constituent elements in any arbitrary units,
depending on various loads and the status of use. Further, all
or an arbitrary part of the processing functions performed by
the apparatuses may be realized by a Central Processing Unit
(CPU) and a computer program (hereinafter, “program”) that
is analyzed and executed by the CPU or may be realized as
hardware using wired logic.

Programs

The various types of processes explained in the exemplary
embodiments described above may be realized by causing a
computer system such as a personal computer or a work
station to execute a program prepared in advance. In the
following sections, an example of a computer system that
executes a program having the same functions as those in the
exemplary embodiments described above will be explained.

FIG. 17 is a drawing of a computer system 100 that
executes a wireless communication program. As depicted in
FIG. 17, the computer system 100 includes a Random Access
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Memory (RAM) 101, a Hard Disk Drive (HDD) 102, a Read
Only Memory (ROM) 103, and a CPU 104. In this situation,
the ROM 103 stores therein, in advance, a program that real-
izes the same functions as those described in the exemplary
embodiments above. In other words, as depicted in FIG. 17,
the ROM 103 stores therein, in advance, an application pro-
cessing program 103a, a data transmission processing pro-
gram 1035, an ad-hoc protocol processing program 103¢, and
a data reception processing program 1034.

Further, in the CPU 104, when being read and executed, the
programs 103a to 1034 are realized as processes, as depicted
in FIG. 17. In other words, an application processing process
104a, a data transmission processing process 1045, an ad-hoc
protocol processing process 104¢, and a data reception pro-
cessing process 1044 are realized. The application processing
process 104a corresponds to the application processing unit
17 depicted in FIG. 9. Similarly, the data transmission pro-
cessing process 1045 corresponds to the data transmission
processing unit 18. Further, the ad-hoc protocol processing
process 104¢ corresponds to the ad-hoc protocol processing
unit 15, whereas the data reception processing process 1044
corresponds to the data reception processing unit 16.

Further, a configuration definition table 1024, a link table
1024, and a routing table 102¢ are provided in the HDD 102.
The configuration definition table 102a corresponds to the
configuration definition DB 12 depicted in FIG. 9. The link
table 1025 corresponds to the link table 13. The routing table
102¢ corresponds to the routing table 14.

The programs 103a to 1034 described above do not neces-
sarily have to be stored in the ROM 103. For example, it is
acceptable to store the programs 103a to 103J into a “portable
physical medium” such as a flexible disk (FD), a Compact
Disk Read Only Memory (CD-ROM), a Digital Versatile
Disk (DVD), a magneto-optical disk, or an Integrated Circuit
(IC) card, that can be inserted into the computer system 100.
It is also acceptable to store the programs 103a to 1034 into a
“stationary physical medium” such as a Hard Disk Drive
(HDD) provided on the inside or the outside of the computer
system 100. Further, it is also acceptable to store the programs
103a to 103d into “another computer system” connected to
the computer system 100 via a public communication line, the
Internet, a LAN, a Wide Area Network (WAN) or the like. It
is acceptable to configure the computer system 100 so as to
read and execute the programs from any of the above.

In other words, the programs described in the present
modified embodiment are recorded in a computer-readable
manner into a recording medium like the “portable physical
medium”, the “stationary physical medium”, and the “com-
munication medium” described above. The computer system
100 then realizes the same functions as those in the exemplary
embodiments described above by reading and executing the
programs from the recording medium. The programs
described in the present modified embodiment do not neces-
sarily have to be executed by the computer system 100. The
present invention is similarly applicable to situations where,
for example, the programs are executed by another computer
system or a server and where the programs are executed by
one or more computer systems and one or more servers oper-
ating in collaboration.

The wireless communication apparatus and the wireless
communication program according to an aspect of the present
invention achieve an advantageous effect where it is possible
to use the communication service properly even in the ad-hoc
network environment where the plurality of channels are
usable.

All examples and conditional language recited herein are
intended for pedagogical purposes to aid the reader in under-
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standing the invention and the concepts contributed by the
inventor to furthering the art, and are to be construed as being
without limitation to such specifically recited examples and
conditions, nor does the organization of such examples in the
specification relate to a showing of the superiority and infe-
riority of the invention. Although the embodiments of the
present invention have been described in detail, it should be
understood that the various changes, substitutions, and alter-
ations could be made hereto without departing from the spirit
and scope of the invention.

What is claimed is:

1. A wireless communication apparatus comprising:

a processor; and

a memory, wherein the processor executes:

receiving communication data that is transmitted to the

wireless communication apparatus, the communication
data including address information of the wireless com-
munication apparatus in destination information, and
including any channel number information among a plu-
rality of channel numbers;

obtaining the channel number information included in the

communication data;

judging whether the obtained channel number information

is channel number information indicating a channel of a
communication target; and

performing a receiving process on the communication data

when it is determined that the obtained channel number
information is channel number information indicating
the channel of the communication target at the judging,
and discarding the received communication data when it
is determined that the obtained channel number infor-
mation is not channel number information indicating the
channel of the communication target at the judging,
wherein

the processor further executes transmitting, when a

HELLO transmission time has arrived, in the manner of
a broadcast, a HELLO message containing node infor-
mation stored in the wireless communication apparatus,
and

the HELLO message contains, in addition to the node

information of the wireless communication apparatus,
other node information including the node information
of'a gateway (GW), wherein

the node that has received the HELLO message registers a

source node into a routing table and registers informa-
tion indicating that a path to the gateway is routed
through the source node into the routing table and a link
table, wherein

the routing table stores therein, as path information to a

destination node, a hop number, a path quality weight,
and a return path link weight, and

the link table stores therein a local sender address, link

quality information, the number of times a HELLO has
been received, and a HELLO request interval, received
via the HELLO messages.

2. The wireless communication apparatus according to
claim 1, wherein the processor further executes, when the
communication data received at the receiving contains a
change instruction indicating that the channel number infor-
mation indicating a channel of a communication target is to be
changed, changing the channel number information to chan-
nel number information indicated in the change instruction.

3. The wireless communication apparatus according to
claim 1, wherein

the processor further executes appending a channel num-

ber to be used by the communication data to an ad-hoc
header within an ad-hoc message frame representing the

15

20

30

35

40

45

50

55

60

65

18

communication data of an application and transmitting
the communication data to a destination, and

judging whether the channel number contained in the ad-
hoc header within the ad-hoc message frame represent-
ing the received communication data is the channel
number that is currently designated as a communication
target by the wireless communication apparatus and out-
putting the judgment result.

4. The wireless communication apparatus according to

claim 1, wherein

the receiving includes receiving ad-hoc frame data
addressed to the wireless communication apparatus,

the judging includes judging whether a channel number is
appended to an ad-hoc header in the ad-hoc frame data,
when the channel number is appended, obtaining the
channel number out of the ad-hoc header, judging
whether the obtained channel number matches the chan-
nel number of the communication target, when the chan-
nel number obtained out of the ad-hoc header matches
the channel number of the communication target, out-
putting the ad-hoc frame data, and

the discarding includes discarding, when no channel num-
ber is appended or when the channel number does not
match the channel number of the communication target,
the ad-hoc frame data.

5. The wireless communication apparatus according to
claim 1, wherein the node that has received the HELLO
message further registers results of calculating path quality
and link quality of the path.

6. The wireless communication apparatus according to
claim 1, wherein the channel number information is included
in an ad-hoc header within an ad-hoc message frame.

7. The wireless communication apparatus according to
claim 1, wherein the HELLO message is compressed by using
a compression algorithm and is transmitted to an adjacent
node,

a signature is appended to a payload following an ad-hoc
header within a data frame transmitted and received
among nodes, and

the transmission and the reception are performed after the
payload is encrypted by using a common key.

8. A wireless communication apparatus comprising:

a processor; and

a memory, wherein the processor executes:

transmitting communication data to a destination appara-
tus by using any channel among a plurality of channels,
wherein

the transmitting includes generating the communication
data including address information of the destination
apparatus in destination information, and including
channel number information that is a communication
target of the destination apparatus, and transmitting the
generated communication data to the destination appa-
ratus, wherein

the processor further executes transmitting, when a
HELLO transmission time has arrived, in the manner of
a broadcast, a HELL.O message containing node infor-
mation stored in the wireless communication apparatus,
and

the HELLO message contains, in addition to the node
information of the wireless communication apparatus,
other node information including the node information
of a gateway (GW), wherein

the node that has received the HELLO message registers a
source node into a routing table and registers informa-
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tion indicating that a path to the gateway is routed
through the source node into the routing table and a link
table, wherein

the routing table stores therein, as path information to a

destination node, a hop number, a path quality weight,
and a return path link weight, and

the link table stores therein a local sender address, link

quality information, the number of times a HELLO has
been received, and a HELLO request interval, received
via the HELLO messages.

9. The wireless communication apparatus according to
claim 8, wherein the transmitting includes appending, to the
communication data, information instructing that the channel
number information that is a communication target is to be
changed and transmitting the communication data to the des-
tination apparatus.

10. A non-transitory computer-readable storage medium
storing a program for processing a wireless communication,
the program causing a computer to execute:

receiving communication data that is transmitted to the

wireless communication apparatus, the communication
data including address information of the wireless com-
munication apparatus in destination information, and
including any channel number information among a plu-
rality of channel numbers;

obtaining the channel number information included in the

communication data;

judging whether the obtained channel number information

is channel number information indicating a channel of a
communication target;
performing a receiving process on the communication data
when it is determined that the obtained channel number
information is channel number information indicating
the channel of the communication target at the judging,
and discarding the received communication data when it
is determined that the obtained channel number infor-
mation is not channel number information indicating the
channel of the communication target at the judging; and

transmitting, when a HELLO transmission time has
arrived, in the manner of a broadcast, a HELL.O message
containing node information stored in the wireless com-
munication apparatus, wherein

the HELLO message contains, in addition to the node

information of the wireless communication apparatus,
other node information including the node information
of'a gateway (GW), wherein

the node that has received the HELLO message registers a

source node into a routing table and registers informa-
tion indicating that a path to the gateway is routed
through the source node into the routing table and a link
table, wherein

the routing table stores therein, as path information to a

destination node, a hop number, a path quality weight,
and a return path link weight, and

the link table stores therein a local sender address, link

quality information, the number of times a HELLO has
been received, and a HELLO request interval, received
via the HELLO messages.

11. A non-transitory computer-readable storage medium
storing a program for processing a wireless communication,
the program causing a computer to execute:

transmitting communication data to a destination appara-

tus by using any channel among a plurality of channels,
wherein

the transmitting includes generating the communication

data including address information of the destination
apparatus in destination information, and including
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channel number information that is a communication
target of the destination apparatus, and transmitting the
generated communication data to the destination appa-
ratus,

the transmitting includes transmitting, when a HELLO
transmission time has arrived, in the manner of a broad-
cast, a HELLO message containing node information
stored in the wireless communication apparatus, and

the HELLO message contains, in addition to the node
information of the wireless communication apparatus,
other node information including the node information
of a gateway (GW), wherein

the node that has received the HELLO message registers a
source node into a routing table and registers informa-
tion indicating that a path to the gateway is routed
through the source node into the routing table and a link
table, wherein

the routing table stores therein, as path information to a
destination node, a hop number, a path quality weight,
and a return path link weight, and

the link table stores therein a local sender address, link
quality information, the number of times a HELLO has
been received, and a HELLO request interval, received
via the HELLO messages.

12. A wireless communication apparatus comprising:

a processor; and

a memory, wherein the processor executes:

transmitting communication data to a destination appara-
tus by using any channel among a plurality of channels;

receiving communication data that is transmitted to the
wireless communication apparatus, the communication
data having been transmitted by using any channel
among the plurality of channels, including address infor-
mation of the wireless communication apparatus in des-
tination information, and including any channel number
information among a plurality of channel numbers;

obtaining the channel number information included in the
communication data;

judging whether the obtained channel number information
is channel number information indicating a channel of a
communication target; and

performing a receiving process on the communication data
when it is determined that the obtained channel number
information is channel number information indicating
the channel of the communication target at the judging,
and discarding the received communication data when it
is determined that the obtained channel number infor-
mation is not channel number information indicating the
channel of the communication target at the judging,
wherein

the processor further executes transmitting, when a
HELLO transmission time has arrived, in the manner of
a broadcast, a HELL.O message containing node infor-
mation stored in the wireless communication apparatus,
and

the HELLO message contains, in addition to the node
information of the wireless communication apparatus,
other node information including the node information
of a gateway (GW) , wherein

the node that has received the HELLO message registers a
source node into a routing table and registers informa-
tion indicating that a path to the gateway is routed
through the source node into the routing table and a link
table, wherein

the routing table stores therein, as path information to a
destination node, a hop number, a path quality weight,
and a return path link weight, and
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the link table stores therein a local sender address, link
quality information, the number of times a HELLO has
been received, and a HELLO request interval, received
via the HELLO messages.
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